
ACCESS TO PATIENT DATA IS TIME 
CONSUMING AND FRUSTRATING  
Healthcare Information Systems (HIS) have increased the 
ef�ciency of healthcare processes and improved patient 
safety, but because all patient data is not available in a 
single application, physicians and nurses must constantly 
log in and out of many different applications, using 
multiple passwords, to do their jobs. This is a frustrating 
process that consumes a signi�cant amount of time�time 
better spent with patients, not at the workstation.  

In dynamic healthcare environments where time is critical 
and clinicians need information, passwords are not only 
frustrating and disruptive, but they introduce audit and 
compliance issues when they are shared by users. Add to 
this the cost and resource burdens to the IT helpdesk for 
password resets and it�s clear�passwords = headaches!  

LESS TIME WITH COMPUTERS— 
MORE TIME WITH PATIENTS  

Fast Access to Workstations and Applications
Using authentication devices proven in demanding 
healthcare environments, such as �nger biometrics or ID 
badges, Imprivata OneSignfi speeds access to workstations 
while securely initiating clinical work�ows.

When coupled with the convenience of single sign-
on, Imprivata OneSign eliminates password headaches 
by providing users with seamless access to all clinical 
applications without the need to remember and manage 
constantly changing passwords.  With no more passwords 
to manage, IT helpdesk costs for password resets are 
reduced, and staff are free to work on other projects.

Fast Access to Patient Data
Imprivata OneSign works natively with Fusion by Carefx�, 
the leader in context management, to automate retrieval 
of patient records from different applications and 
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synchronize their context. A single view of a patient�s 
complete health information dramatically reduces the 
time it takes to search for speci�c patient data. With 
all patient information available in real-time, clinicians 
can make better medical decisions�resulting in better 
patient outcomes.

Transparent Security
Imprivata OneSign simpli�es the security of clinical 
workstations, patient data, and transactions, allowing 
users to quickly switch desktops between users, 
automatically lock unattended workstations, and 
positively identify users at the workstation, application, 
and transaction levels.  

All along the way, Imprivata OneSign centrally 
monitors and reports on all access activity to easily 
demonstrate compliance with patient privacy 
requirements.

SimplifYing and securing 
user access to patient 
information



Built-in Support for Finger Biometrics

Authentec USB readers that may be mixed and matched 
on workstations or personal desktop machines. With 
just one enrollment, your users can authenticate to the 
network with a simple swipe or scan.

Built-in Support for Multiple  
Card TYpes
Imprivata OneSign supports active and passive proximity 
cards, Windows smart cards, building access cards, and 
many National Health and government ID cards, including:

Indala, Mifare, Crescendo, iClass, and others

Rapid Single Sign-On Enablement  
for All Applications

fi 
provides administrators with an easy-to-use, drag-
and-drop interface that dynamically pro�les all of an 
application�s sign-on behaviors. Single sign-on enablement 
is rapid, and does not require any scripting or modi�cation 
of application code.

Self-SerVice Password Reset
Clinicians can reset their primary domain passwords�
securely and conveniently�without making burdensome 
and costly calls to the IT helpdesk.

onesign fastpass™—fast and 
secure one-touch login to patient 
information at anY worKstation
Imprivata OneSign allows a clinician to log in to a 
workstation using a proximity badge or �ngerprint and 

of their work shift, and then roam to other workstations 
and authenticate just by tapping their badge or scanning 
their �ngerprint�providing the convenience they demand, 
without sacri�cing security.

WHAT’S INSIDE THE BOX
OneSign ProVeID—Transaction-LeVel 
Strong Authentication

authentication services to positively identify a user at 
any point in an application�s transactional work�ow.  

identi�cation of a user prior to drug disbursement.

Onesign secure walK-awaY— 
PROTECTING UNATTENDED DESKTOPS 
FROM UNAUTHORIZED ACCESS
OneSign Secure Walk-Away closes a critical security gap in 
the protection of con�dential patient information records 
by automating the process of securing the desktop when 
a user �walks away�.  OneSign Secure Walk-Away uses a 
combination of computer vision, active presence detection, 
and user tracking technologies to identify an authenticated 
user and automatically locks the desktop upon their 
departure.  OneSign Secure Walk-Away supports different 
clinician work�ows, including demanding shared 
workstation environments where multiple users require 
constant fast and secure login and logout to patient 
information records.

Shared WorKstations and  
Fast User Switching
Imprivata OneSign supports work�ows for shared 
workstations, including fast user switching between 
multiple, concurrent Windows desktops, as well as secure 
fast user switching on top of a generic kiosk desktop. 
Workstation security is increased with con�gurable �hot 
key� screen locking, inactivity lock/logoff policies, and 
screen locking by tapping a proximity card/badge.

CitriX and Terminal SerVices Support 
for roaming sessions
Imprivata OneSign supports Citrix and terminal services-
hosted applications, automatically roaming the user�s 
remote sessions when they log in to Imprivata OneSign, 
and keep locking the desktop of the user�s previous 
workstation when they roam to a different workstation. 
Fast user switching is particularly valuable when an 
application has built-in work�ows that require it to 
continue one session while different users sign in and out 




