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FAST AND SECURE ONE TOUCH LOGIN

TO PATIENT INFORMATION

ACCESS TO PATIENT DATA IS TIME
CONSUMING AND FRUSTRATING

In today’s dynamic healthcare environment,
time is critical to improving patient outcomes.
To ensure the greatest quality of care, clinicians
need fast access to patient health information
from multiple points of care. However,
patient health information is not easily
accessible—clinicians need access to multiple
applications at different workstations, which
requires constant entry and re-entry of their
sign-on credentials—a frustrating process
that is disruptive to their workflow and takes
significant time away from their primary task
of caregiving.

ONESIGN FASTPASS™ - FAST AND
SECURE ONE TOUCH LOGIN TO
PATIENT INFORMATION AT ANY
WORKSTATION

OneSign  FastPass technology eliminates
clinician access challenges by providing fast
and secure access to workstations with the
simple touch of a user’s fingerprint or their
proximity card ID badge—no more typing!
Users now have the unprecedented ability to
seamlessly move among different points of
care and quickly gain secure access to patient
information without the burden of typical
access issues.

OneSign FastPass allows users to quickly and
securely log on to different workstations
simply by touching their finger or ID badge
on a reader without having to type their
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Windows username and password everytime
they log on. OneSign FassPass offers two
options to support the following user
authentication scenarios:

e FastPass for Proximity Cards: Users
perform a secure, two-part authentication at
the beginning of their work shift by touching
their ID badge on a reader and entering
an easy to remember PIN or password as a
second identification factor. From that point
on, FastPass starts an authentication ‘grace
period’ during which users need only to touch
their card on the reader to access any shared
workstation.

e FastPass for Finger Biometrics: Users
touch their finger to a biometric reader to
positively identify and authenticate to the
workstation. OneSign’s patented fingerprint
technology is the only available solution to
identify and authenticate a user in a single,
easy step—typing a user name and password
is no longer required.

BENEFITS

e Speed of access to workstations
and patient data from any
workstation

e Improves clinician workflows
and increases user satisfaction
and productivity

e Painless security — One touch is
all that is required to secure
access to the workstation



IMPRIVATA ONESIGN - THE PLATFORM FOR EMPLOYEE ACCESS MANAGEMENT

OneSign FastPass is an integrated component of Imprivata’s OneSign Authentication Management.
OneSign Authentication Management replaces weak Windows desktops and remote VPN passwords
with a broad range of strong authentication options—including finger biometrics, proximity cards,
smart cards, many national and government ID cards, One-Time-Password tokens, and an employee’s
physical location, to enable centralized and flexible authentication management at the desktop,
network, application, and transaction-level.

OneSign Authentication Management is a module of the OneSign Platform. The OneSign Platform
converges authentication and access management, seamlessly integrating strong authentication,
application single sign-on, user provisioning, physical access control systems, and event reporting,
to enable centralized access policies that enforce every aspect of access across all users, rights,
locations, and conditions.

Managed from a single, easy-to-use Web-based administrative console, the Imprivata OneSign
platform is delivered in a purpose-built, highly secure and self-contained hardened appliance.
Non-invasive to your organization’s existing IT infrastructure, OneSign requires no change to user
directories, applications, or physical access control systems, and it does not require additional
staffing or specialized management skills.

Designed for flexible and rapid enterprise deployment and easy integration, Imprivata OneSign'’s
appliance-based solution dramatically minimizes implementation time, infrastructure needs, and
installation costs—accelerating your return on investment and lowering your ongoing support
costs.
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