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Healthcare can only be effective if the right care is provided to the right 
patient, using the right patient information. However, many healthcare 
organisations are saddled with cumbersome, manual patient identification 
processes that rely on picture IDs and demographic information matching. 
These outdated processes compromise the accuracy of master patient 
indexes, and result in undesired duplicate medical records and overlays at a 
staggering 8-12% of total medical records.  

A great deal is at risk:

• 7-10% of patients are misidentified during medical record searches and 
6% result in an adverse event1

It has never been more important for providers to have an effective 
technology solution for positive patient identification.

Imprivata PatientSecure
Imprivata PatientSecure® is the positive patient identification platform for 
healthcare that eliminates patient misidentification and positively identifies 
patients to improve patient safety. Through deep integration with an 
organization’s electronic patient record (EPR), electronic patient information, 
and hospital information system (HIS), Imprivata PatientSecure creates a 1:1 
link between a patient’s unique biometric information and their individual 
medical records.

Key benefits

• Eliminate patient 
misidentification with positive 
identification at registration and 
point of care 

• Improve patient safety and 
reduce medical errors

• Eliminate duplicate medical 
records

The positive patient identification platform for healthcare

Imprivata PatientSecure

Biometric enrollment 
creates a 1:1 link to medical 
reord numbers from 
multiple clinical systems

Securely and accurately 
identifies patients at any 
point of care directly from 
the registration screen

Retrieves the correct 
record from appropriate 
clinical systems
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Imprivata PatientSecure uses biometrics to accurately and securely identify 
patients. During the initial enrollment process, Imprivata PatientSecure 
automatically associates this unique biometric template with the patient’s 
medical record. Imprivata PatientSecure generates a single biometric 
identifier for every patient, creating a link between individual patients and 
their unique medical information, across each of the EPRs and clinical 
applications that the patient interacts with. Once enrolled, returning patients 
need only to identify themselves with their biometric at any location or point 
of care within their health network. 

What makes Imprivata PatientSecure stand out

Positive identification at registration
Imprivata PatientSecure uses biometrics to accurately and securely identify 
patients. Imprivata PatientSecure generates a single biometric identifier for 
every patient, creating a link between individual patients and their unique 
medical information, across each of the EPRs and clinical applications that the 
patient interacts with. Once enrolled, returning patients simply identify 
themselves at any location within their health network, directly from within an 
EHR, or other registration screen.

Positive identification at any point of care
Once patients are identified at registration, they often need to be re-identified 
during their healthcare experience. Many workflows require verifying the 
correct patient is receiving the right procedure, such as medication 
administration, radiation oncology treatments, and blood transfusions. Further, 
in the ED or trauma situations, Imprivata PatientSecure can easily identify 
patients who are unconscious or unable to identify themselves. By eliminating 
possible identification errors and locating the patient’s unique medical record 
consistently, the solution helps improve patient safety by avoiding potential 
medical errors and ensuring the right care is provided to the right patient.

Integration with any application 
Imprivata PatientSecure is directly integrated with a broad range of hospital 
information systems, including EPR, EPI, AND HIS systems. Just a single click 
away, Imprivata PatientSecure is embedded into leading EPR workflows such 
as Cerner Millennium, Cerner HS, Epic, McKesson Paragon, MEDITECH client 
server, and MAGIC, enabling registration staff to enroll and identify patients 
directly from the registration screens they are already familiar with. This 
seamless workflow integration eliminates identification errors caused by 
manually entering record numbers for patient searches and promotes high 
adoption and use by registration professionals and other hospital staff.

“

“Since deploying our 
palm vein biometric 
identification platform, 
we have significantly 
reduced registration 
errors and lowered our 
duplicate medical 
record rate to 0.01%; 
80 times better than 
the national average.”
   

- Craig Richardville,  
Chief Information Officer, Carolinas 

HealthCare System



Proven adoption program for ensured success 
Technology is only part of ensuring positive patient identification. Ensuring 
and driving adoption of staff and patients within the organization is a critical 
key to success. As the market leader, Imprivata has customised adoption 
strategies tailored for each and every health system. Our unique adoption 
methodology includes: 

• Customized marketing, and online/in person training for executives  
and staff 

• Awareness and education materials for patients 

• Marketing and enrollment strategies to ensure high patient adoption 

• Clinical workflow expertise for workflow improvement 

• On-site services for implementation and training 

• Reporting and utilization analytics to track adoption 

• Designated customer advocate staff to ensure ongoing utilization and 
optimization post-deployment 

Trusted leader in healthcare 
Imprivata has over 13 years of experience enabling over 1700 healthcare 
customers to identify patients, access, communicate, and transact patient 
health information. With over 9 million patient identities managed, Imprivata 
PatientSecure is the proven leader in positive patient identification, working 
with some of healthcare’s largest health systems. 

Key benefits

Improve patient safety and reduce medical errors
With Imprivata PatientSecure, patients can be accurately and securely 
identified at any point of care, including outpatient, inpatient, and emergency 
departments where patients can be unconscious. Imprivata PatientSecure 
helps improve patient safety by avoiding potential medical errors and 
ensuring the right care is provided to the right patient.

Enhance patient privacy and satisfaction
Imprivata PatientSecure uses innovative biometric recognition technology that 
results in highly accurate patient identification. The solution enhances patient 
satisfaction by reducing the opportunity of medical errors and redundant 
tests. Registration is also streamlined, allowing for secure, easy, and 
accelerated check in, which enhances patient oprivacy and satisfaction.
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“This technology 
makes you feel like a 
VIP. You just put your 
palm on the scanner 
and you’re done 
registering at your 
doctor’s office, no 
clipboard, no hassle of 
paperwork to check in, 
plus, it’s absolutely 
secure. It’s immediate 
and instantaneous. 
Never in my life have I 
experienced health 
care like this before. 
NYU Langone’s 100 
percent integrated 
healthcare system is 
like a small city that’s 
all connected.”

  
- A patient at NYU 

 Langone Medical Center



Copyright © 2017 Imprivata, Inc. All rights reserved. Imprivata and PatientSecure are registered 
trademarks of Imprivata, Inc. in the U.S. and other countries. All other trademarks are the property 
of their respective owners. PS-DS-PatientSecure-0517

About Imprivata
Imprivata, the healthcare IT security 
company, enables healthcare  
globally to access, communicate, and 
transact patient information, securely 
and conveniently. The Imprivata 
platform addresses critical 
compliance and security challenges 
while improving productivity and the 
patient experience.
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