
How Imprivata FairWarning Drug Diversion Intelligence increases visibility

Imprivata FairWarning Drug Diversion Intelligence assists customers with detecting and remediating drug 
diversion by using behavioral analytics in conjunction with artificial intelligence modeling from EHR and HR 
data as well as by monitoring dispensing systems (i.e. Pyxis, Omnicell).

Detect and remediate  
drug diversion
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10–15% of healthcare workers will misuse drugs at least 
once throughout their careers.*
 
Therefore, building an effective drug diversion program must be a key area of concern for healthcare 
facilities around the globe. Imprivata FairWarning helps you identify the who, when, what, and how of drug 
diversion within your facility. 

With Imprivata FairWarning Drug Diversion Intelligence, you can identify, investigate, track to its source, 
and mitigate drug diversion to keep your organization, patients, and community safe. Drug Diversion 
Intelligence enables you to monitor and remediate use cases like these:

Schedule a demo to start managing your privacy and security incidents today.

Imprivata, the digital identity company for healthcare, provides identity, authentication, and access management 
solutions that are purpose-built to solve healthcare’s unique workflow, security, and compliance challenges.

For more information, please contact us at 1 781 674 2700 
or visit us online at www.imprivata.com
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TARGETED DIVERSION MONITORING
• Inventory Discrepancies 

• Excessive Waste Quantity 

• Deceased Patient Access 

• High-Risk Department Monitoring 

• High-Risk Patient Population Monitoring

COMPROMISED SECURITY MONITORING

• Access after Termination 

• Access by Inactive/On Leave Employees 

• Simultaneous Station Access

ANOMALOUS BEHAVIOR DETECTION
 
• Unusual Access of Controlled Substances

• Unusual Waste Documentation 

• Abnormal Discrepancy Creation 

• Unusual Behavior by Waste Witness  

• Abnormal Override Activity 

• Unusual Access of High-Risk Medications 

• Abnormal Access of Specific Patient Information 

• Excessive Patient Additions

 

UNUSUAL WASTE DOCUMENTATION 
USE CASE: 
Wasting drugs is a normal part of hospital 
operations. This happens because a vial may 
contain more medication than recommended for  
a patient’s needs.

At ABC hospital, nurses in the Orthopedics 
department document waste an average of two 
controlled substances per day. But one nurse 
wastes six times daily, a red flag for drug diversion.

Imprivata FairWarning Drug Diversion Intelligence 
monitors for individuals who consistently waste 
more doses than their peers, determined by 
analyzing 100% of Automated Dispensing Cabinet 
transactions and identifying peer groups based on 
patient population accessed.

Investigating this case further could reveal a 
medical professional who has been siphoning 
drugs for their own use, potentially preventing 
patients from access to medications that help  
them manage pain or other risks. 

Source: *PubMed, “Impaired Healthcare Professional”.

https://security.imprivata.com/request-demo.html

