
The integration of Imprivata Identity Governance® with 
Cerner Millennium is designed to help organizations 
enforce secure access and corporate compliance policies 
by reporting who has access to which systems and 
data by user, job role, or company. With this integration, 
organizations can analyze the behavior of Cerner 
Millennium users based on usage analytics via Cerner 
Millennium’s specific out-of-the-box rules and conduct 
periodic and/or event-based access reviews to ensure that 
existing access is appropriate to a user’s role. This means 
that organizations can govern access for the duration of 
each user’s role and the identity’s lifecycle.   

Benefits

By combining Imprivata Identity Governance with Cerner Millennium, organizations can reap many benefits.

• Imprivata imports employee entitlement data and reports on who has access to which systems and 
data by user, job role, or company; the solution provides the ability to create and modify roles for 
Cerner Millennium positions so that they do not create any inherent SOD violations 

• Users can build access reports, even for users with no assigned positions, and use identity analytics to 
determine the risk of individual users 

• Conduct critical access reviews based on usage analytics via Cerner Millennium’s specific out-of-the-
box rules; access reviews can also be triggered from identity lifecycle events such as a department or 
role change 

• Imprivata Identity Governance reconciles Cerner Millennium account changes made outside of the 
solution 

• Conduct periodic and/or event-based access reviews by managers or resource/process owners to 
ensure that existing access is appropriate to a user’s role  

DATASHEET

Better Together Integration
The data stored in the Cerner Millennium 
app, and its security, is critical, and 
inappropriate use of the data represents 
a significant risk in the form of regulatory 
fines, damaged reputation, and high costs 
of mitigating the damage to customers 
with compromised credentials. 

Imprivata Identity Governance and   
Cerner Millennium 
Enforce secure access and corporate compliance policies with 
Cerner Millennium by reporting who has access to which systems 
and data by user, job role, or company



Imprivata, the digital identity company for healthcare, provides identity, authentication, and access 
management solutions that are purpose-built to solve healthcare’s unique workflow, security, and 
compliance challenges.

For more information, please contact us at 1 781 674 2700 
or visit us online at www.imprivata.com
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CONTACT US

With Imprivata, you gain a strategic partner and a technical expert. Contact 
us for more information. 

Imprivata Identity Governance provides a policy-based approach to simplify and accelerate 
secure role-based and least privileged access to systems and applications. The solution 
streamlines the entire user lifecycle, improves auditing processes, and delivers on-demand 
analytics for faster threat evaluation and remediation.   


