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Unified identity security:

Driving efficiency of frontline .
workers while reducing risk

Organizations rely on providing frontline workers
with immediate and efficient access to systems

and applications to ensure smooth and effective
operations. However, in shared device ecosystems—
such as those where workers use a shared computer
workstation, a shared mobile phone during their shift,
or other devices—inefficiencies often arise. Workers
may quickly switch between devices or only access

a workstation infrequently. Both scenarios create
problems: the worker switching quickly wastes a
significant amount of time entering passwords,
while the worker who rarely accesses a shared
device is likely to forget their password, leading to
unproductive time while they request a reset.

Imprivata Enterprise Access Management (formerly
Imprivata OneSign and Imprivata Confirm ID)and
SailPoint Identity Security Cloud are integrated to
provide frontline workers with fast, password-less
access while managing and securing dynamic access
to critical applications and data. IT and Security
teams can fully govern access across the enterprise,
to help ensure compliance and minimizing risk, while
directly provisioning frontline access for frontline
workers to shared workstations, mobile devices and
appropriate applications.

This combination of industry-leading technologies
ensures secure, automated access to critical
applications and data without sacrificing efficiency.
Together, we can help you empower your workforce,
reduce cyber risk, and maintain high compliance
standards.
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Integration overview

The integration of SailPoint Identity Security Cloud

and Imprivata Enterprise Access Management enable
organizations to authenticate user access with single sign-on
and multifactor authentication, confirm that users have the
right access, and ensure that authorization least privilege
policies are enforced. Leverage SailPoint and Imprivata’s
identity security and access management integration to:

« Automatically provision and deprovision users

» Provide unified access governance for joiner, mover,
leaver processes

« Deliver passwordless access and multifactor
authentication including shared workstations and
mobile devices

- Leverage activity-based recommendations for ongoing
access requests and role modeling

- ldentify unused access licenses through comprehensive
user access data logs

« Perform Al-driven certifications and detect risky outliers



Benefits

» Reduce the amount of time it takes for end users to gain access to crucial applications from weeks to minutes with
integrated identity security and access management

» Use one solution to build roles, review access history, and automate the management of current access for all internal and
external identities and vendors

- Satisfy audit requests with a unified audit trail of employees’access history and how access has changed over time

« Reduce risk by providing your compliance team with a central location to review and respond to real-time visibility of user
access and identity behaviors

- Transform threat detection and response with Al that identifies risks by analyzing access patterns and user behaviors
across your organization

About SailPoint

SailPoint equips the modern enterprise to seamlessly manage and secure access to applications and data through the

lens of identity - at speed and scale. As a category leader, we continuously reinvent identity security as the foundation of
the secure enterprise. SailPoint delivers a unified, intelligent, extensible platform built to defend against today’s dynamic,
identity-centric cyber threats while enhancing productivity and efficiency. SailPoint helps many of the world’s most complex,
sophisticated enterprises create a secure technology ecosystem that fuels business transformation.

About Imprivata

Imprivatais the digital identity company for mission- and life-critical industries, redefining how organizations solve complex
workflow, security, and compliance challenges with solutions that protect critical data and applications without workflow
disruption. Its platform of interoperable identity, authentication, and access management solutions enable organizations in
over 45 countries to fully manage and secure all enterprise and third-party digital identities by establishing trust between
people, technology, and information.
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