Imprivata Knowledge Hub:

Multifactor Authentication (MFA)

What is Multifactor Authentication (MFA)? Learn about this term and more with our expansive
website glossary that explores topics related to enterprise access management.

Video Transcript:

Kayleigh Flemming: Hi, 'm Kayleigh with Imprivata!

Multifactor authentication (MFA)is a security mechanism that requires users to verify their identity using
multiple authentication factors before accessing a system, application, or network.

This process enhances security by combining at least two independent credentials:

Something the user knows, like a password or PIN.

Something the user has, such as a security token or mobile device.

Something the user is, like biometric verification.

The importance of multifactor authentication cannot be overstated in today's digital landscape, where cyber
threats are increasingly sophisticated and prevalent. Phishing attacks, for example, are acommon method
used by cybercriminals to trick users into revealing their login credentials.

Evenif a user falls victim to such an attack and their password is stolen, MFA acts as a second line of
defense. The attacker would need to possess or bypass the additional authentication factor, which is often
much more difficult to achieve. This dual-layer security makes it harder for unauthorized individuals to gain
access to sensitive information or systems.

MFA has been proven to be very effective in a wide range of real-world scenarios. Many organizations, from
small businesses to large enterprises, have adopted MFA to protect their digital assets and customer data.
MFA can be tailored to fit various environments and user needs, from simple text messaging codes to more

advanced biometric methods.

MFA not only enhances security but also improves user confidence in the systems they interact with, knowing
that their data is better protected against potential threats.

At Imprivata, we deliver simple, secure access for critical workers and third-parties through features like
multifactor authentication.

Contact us to learn more.

Thanks for watching!
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