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CASE STUDY

University Hospitals of Derby and Burton NHS

FT enables secure access to clinical systems
for third parties, enhancing patient care

Imprivata solution enables secure remote vendor access, with fast
and easy set-up supported by the Imprivata Onboarding Team

Challenges

« Existing system that provided third-party secure
access was approaching end-of-life with no upgrade
available

» Requirement to provide secure access to the NHS
Trusts’ systems for third parties and those working in
the community

« Deliver a solution which also streamlines workflows
for set-up and management of third-party secure
access

Solutions

« Imprivata Vendor Privileged Access Management
(formerly SecurelLink Enterprise Access), part of
the Imprivata suite of Privileged Access Security
solutions

« Imprivata provided tailored support services,
including:

o Implementation services to help with initial
configuration

o Onboarding services to assist with vendor
set-up and driving vendor adoption

Results

« Imprivata Vendor Privileged Access Management
(VPAM) enhances the user experience for system
access while mitigating the risk from cyberattacks

« The solution also streamlines workflows for providing

remote access for third-party organisations

« Third parties, such as physiotherapists and other
allied health professionals, are able to access NHS
Trust systems easier and faster, freeing up time for
patient care

“It's so much easier to get
third parties set up using
Imprivata Vendor Privileged
Access Management

and provides us with the
confidence that access is
controlled and secure.”

- Sarah Gay, Cyber Security Manager,
University Hospitals of Derby and
Burton NHS Foundation Trust

Organisational snapshot

University Hospitals of Derby and Burton
NHS Foundation Trust (UHDB) was formed
on 1April 2018 to bring together its five
hospitals - in Derby, Burton, Lichfield, and
Tamworth - to provide Exceptional Care
Together to patients across southern
Derbyshire and southeast Staffordshire.
Its aim is to deliver outstanding care for
local people, utilising the expertise of
14,000 staff across its five hospital sites.



Challenge

Provide simple and secure access to the NHS Trust's systems used by
third parties and those providing healthcare in the community

University Hospitals of Derby and Burton NHS Foundation Trust works alongside many third
parties to support clinical systems and deliver patient care, including in the community. Until
recently, the organisation was supporting access to its clinical systems for trusted partners
using a solution that had been in place for some years. With its current system becoming
obsolete and no upgrade path available, the Trust looked at other solutions on the market.

The requirement was a new system that could provide simple, managed access to clinical
systems for vendor partners who needed access to provide maintenance to systems, and to
healthcare partners delivering care in the community. It needed to deliver authorised and
controlled access to third parties, both to protect from cyberattacks and to safeguard clinical
and patient data.

Solution

Rapidly implement and manage
a simple-to-use solution
enabling secure access by
trusted third parties

The Trust chose VPAM for its usability and
security pedigree, and the organisation is

“The Imprivata solution was
straightforward to use and
very easy to set up. It also
had all the second-factor
authentication that we
required to ensure robust
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security is maintained.

Access Management (formerly Imprivata
OneSign). VPAM enables third-party

partners to have access to specific - Sarah Gay, Cyber Security Manager,
clinical systems, tightly controlling and University Hospitals of Derby and
managing them to provide the necessary Burton NHS Foundation Trust

security required when operatingina
healthcare environment.

The Imprivata Implementation Team assisted with the initial configuration and remote set-
up of the solution for a swift and seamless implementation. Imprivata provided expertise and
support to ensure secure rollout and efficient workflows to manage user requests from

third parties.




“We have many third-party vendors with multiple staff, who can now
easily access our systems securely and remotely. For healthcare
professionals working in the community, such as physios, this really

saves them time and helps deliver better, more seamless patient care.”

- Sarah Gay, Cyber Security Manager, University Hospitals of Derby and Burton NHS
Foundation Trust

Results

An effective solution that makes it easy for the NHS Trust to add and
manage users for secure remote access to clinical systems

Since implementing VPAM, the Trust is able to easily provide access to its critical systems
and data for vendors with multiple users. Third parties can be connected quickly to support
systems and fix any issues, and physiotherapists and NHS consultants from other Trusts can
have access to systems securely.

With a fully managed process, the Trust is able to respond to requests to set up new users and
approve and authorise access with automated registration workflows. This increases security
with full access control, while the streamlined processes improve efficiencies.

Having a fully managed process also ensures that all third-party access is compliant with
regulations, providing a full audit log of user details, access privileges, and text and video
recordings of vendor activity.

Looking to the future

Providing joined up healthcare with more third parties will increase the
requirement for secure, audited remote access to NHS systems

Healthcare services continue to innovate and work with third-party partners to support
delivery of efficient and enhanced patient care, while operating under the pressure of limited
resources. VPAM helps NHS Trusts like UHDB work more efficiently with third parties in

the community, enabling them secure, remote access to the latest systems and data when
delivering patient care.

As part of that, Imprivata security credentials provide assurance that critical systems and
patient data are protected from cyberattacks, and that they meet audit requirements to
ensure compliance with healthcare requlations.
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Imprivata delivers simple and secure access management solutions for healthcare and other mission-critical
industries to ensure every second of crucial work is both frictionless and secure. Imprivata's platform of innovative,
interoperable access management and privileged access security solutions enable organisations to fully manage
and secure all enterprise and third-party identities to facilitate seamless user access, protect against internal and
external security threats, and reduce total cost of ownership.
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