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Badge tap plus face recognition for shared

workstation access

Secure, frictionless access into shared Windows workstations

Imprivata Enterprise Access Management (EAM)
enables access to shared Windows workstations
through proximity badge tap combined with face
authentication as a secondary factor. This “tap
and smile” functionality provides a faster, more
secure, and more convenient login experience
for workflows that otherwise require both badge
tapping and password entry, administrators can
enable passwordless access, apply multifactor
authentication (MFA) consistently, and mitigate

risks associated with lost, stolen, or shared badges.

Benefits

» Faster, passwordless workflows: Eliminates
routine password entry at shared workstations
while preserving strong assurance with badge
plus face

« Consistent MFA enforcement: Apply
multifactor authentication across sites and
user groups

+ Risk reduction: Mitigates risks associated
with lost, stolen, or shared badges by adding a
person-bound factor

» More time for productivity: Clinical users and
other frontline workers spend less time typing
passwords and more time with patients

» Enterprise scale impact: Replacing passwords
at shared workstations yields significant time
savings and fewer helpdesk resets

At-a-glance benefits

Speed
Faster access; fewer password
prompts

Security
Consistent MFA; reduced badge
only risk

Efficiency
Enroll face once, use everywhere;
minimal training

Scale
Designed for high volume shared
workstation environments



The Imprivata advantage

The solution is optimized for high-throughput
environments, works with masks and standard
webcams, and ensures only the intended user gains
access, even when multiple faces are present.

Administrators benefit from centralized enrollment
and consent management, where users enroll once and
can securely access any shared workstation without
re-enrolling. Flexible policy controls enable IT teams

to define authentication methods, grace periods,

and fallback options for offline access, ensuring both
security and operational continuity.

With built-in two-factor authentication and robust audit
capabilities, Imprivata provides strong governance

and compliance requirement visibility. Every
authentication, enrollment, and exception is tracked
for oversight and optimization, helping organizations
enforce consistent MFA policies while maintaining a
fast, frictionless experience for clinical users and other
frontline workers.
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Imprivata delivers simple and secure access management solutions for healthcare and other mission-critical industries to ensure every second
of crucial work is both frictionless and secure. The Imprivata platform of innovative, interoperable access management and privileged access
security solutions enables organizations to fully manage and secure all enterprise and third-party identities to facilitate seamless user access,
protect against internal and external security threats, and reduce total cost of ownership.
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