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CASE STUDY

MaineGeneral Health expands commitment to
patient privacy, takes data security to the next level

By partnering with Imprivata, MGH established a stronger and
more proactive security program, taking their patient privacy
commitment to the next level
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MGH wanted to continue to strengthen
and streamline their patient privacy and
data security programs.
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Peace of mind and a flexible security solution

Expanding and improving patient privacy and security platforms takes innovation and a true team
effort. When it's done right, results can be seen across multiple departments.

As MGH’'s HIM Operations Manager, Tara Yeaton explains, “Before Imprivata Patient Privacy
Intelligence, all of our EHR monitoring would be done manually, making it a very reactive process
and difficult to pinpoint users. We didn't know if it was an employee or a relative the user was
looking at.”

After the implementation of Imprivata Patient Privacy Intelligence (PPI), Yeaton noticed how “our
compliance team felt a greater peace of mind because we knew Imprivata PPl has the visibility
and awareness to catch what's going on and alert us to which staff member or user we need to
bring to the forefront.”

Imprivata Managed Services also gives MGH a scalable and flexible security solution to help
strengthen their compliance posture, as well as reporting and accountability. Yeaton appreciates
how quickly and efficiently their dedicated Managed Services analyst works to deliver mission-
critical files and data.

“Our privacy analysts are right on top of it,” says Yeaton. “They know exactly what's needed and
keep us on track and accountable.”

Yeaton continues, “Before Imprivata Patient Privacy Services, IT would have to take our auditing
requests on top of their large to-do list. But now, with Imprivata PPI, we can run our own reports
- they're easy to do. The [Managed Sevices] team also works one-on-one with our IT members,
allowing us to focus on other privacy issues - that part of the service | really applaud. This all
makes the process so much faster. If you can catch issues quickly, you can stop it before it gets
out of hand, and that's obviously the best approach.”

“The [ Imprivata Managed Services] privacy analysts are exactly what
they said they'd be right from the very beginning. They said that, any
time you need them, they’re right there, they're your people - and they

have been. | email them, | get a response within 10 minutes.”

- Tara Yeaton, HIM Operations Manager




Imprivata Managed Services also gives MGH a scalable and flexible security solution to help
strengthen their compliance posture, as well as reporting and accountability. Yeaton appreciates
how quickly and efficiently their dedicated analyst works to deliver mission-critical files and data.

A culture of security

MGH takes pride in their extensive training and education on HIPAA mandates and internal
privacy policies.

After they began monitoring audit logs and user activity workflows with PPI, Chris Simons,
MGH's HIM Director and Privacy Officer, said they noticed greater privacy awareness among
healthcare staff.

“There are a lot of educational opportunities that have resulted from using Imprivata Patient
Privacy Intelligence,” says Simons. “We've worked with pharmacy managers on the floors to figure
out the workflows for their employees - and which workflows are not secure. We also try to help
educate them on why they can't be logged into their own record (or another employee’s record) to
conduct trainings or to learn a new program. It's been a real eye-opener for the staff, and us.”

“Whenever we do find a breach,” Simons adds, “we will schedule a staff meeting to immediately
address the issue - we had 25 meetings in 2018 and 17 so far this year.”

“[Imprivata Patient Privacy
Intelligence] has not only
drastically improved our
compliance with HIPAA for
auditing, but it satisfies
education and training, as well
as reinforcement of policies
and follow-through.”

- Chris Simons, HIM Director and
Privacy Officer



Embracing a digital future
As part of MGH’s ongoing commitment to excellence in patient care, they plan to use Imprivata PPI

Software as a Service (SaaS) platform to gain more storage flexibility and strengthen security for
patient data and clinical care systems.

With data stored on Imprivata servers rather than on premise, MGH benefits from stronger
disaster recovery with two servers instead of one, and the convenience of a hosted data center
rather than ongoing maintenance of costly hardware. This innovative and cost-effective approach
is just one of many ways MGH continues to expand upon their dedication to protecting ePHI,
staying fully compliant, and putting patients first.

“There’s no question at all - Imprivata Patient Privacy Intelligence has
considerably upped our game and improved our ability to audit and also
use our resources more effectively. We know now when we put energy
into a case, it’s also going to turn into something.”

- Tara Yeaton, HIM Operations Manager

I imprivata

Imprivata delivers simple and secure access management solutions for healthcare and other mission-critical industries to ensure every second
of crucial work is both frictionless and secure. The Imprivata platform of innovative, interoperable access management and privileged access
security solutions enables organizations to fully manage and secure all enterprise and third-party identities to facilitate seamless user access,
protect against internal and external security threats, and reduce total cost of ownership.

For more information, please contact us at:

Global headquarters USA European headquarters Germany Australia

Waltham, MA Uxbridge, England Langenfeld Melbourne

Phone: +1877 663 7446 Phone: +44(0) 208 744 6500 Phone: +49(0)217399 3850 Phone: +613 8844 5533
www.imprivata.com www.imprivata.com/uk www.imprivata.com/de

Copyright © 2026 Imprivata, Inc. All rights reserved. Imprivata is a registered trademark of Imprivata, Inc. in the U.S. and other countries. All other
trademarks are the property of their respective owners.

3748-2026_PPI-CS-maine-general


https://www.imprivata.com/
https://www.imprivata.com/uk
https://www.imprivata.com/de

