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Combining device control with identity assurance for a seamless, 
secure mobile experience 

Imprivata mobile solutions enhance Workspace ONE® Unified Endpoint Management™ (UEM) by adding advanced 
identity workflows, real-time access control, and mobile asset intelligence. Together, they provide a powerful solution 
for shared device environments across healthcare, logistics, and other mission-critical industries.

Added value: Imprivata +  Omnissa Workspace ONE® UEM

Functional area  Imprivata Mobile Solutions add 

Device enrollment  Zero-touch iOS provisioning for faster, scalable deployment 

Routine maintenance  iOS updates via USB during charging to reduce downtime 

Device and data security 

Granular MFA (badge & facial auth)

Single sign-on (SSO) for legacy/on-prem apps

Credential clearing 

Application control  User-specific content control based on authenticated identity 

Location and asset intelligence 

Device home tracking

Intelligent charging

Automated checkout

Misplaced device alerts 

Reporting and insights  User access audit trails, authentication logs, usage-level analytics 



Value for stakeholders

For frontline workers

•	 Tap-and-go access with 
badge or facial recognition 

•	 Convenient SSO to all apps, 
including offline and legacy 
systems 

•	 Device with highest charge 
auto-assigned, ready for work 

For IT and security teams

•	 Enforce role-based 
multifactor authentication 
and access policies 

•	 Track access by user across 
devices and shifts 

•	 Perform iOS updates without 
pulling devices out of use

For clinical and executive leaders

•	 Mitigate risks via identity-
driven access control 

•	 Ensure auditability and 
compliance with healthcare 
standards (e.g., HIPAA) 

•	 Optimize mobile investments 
with real usage and 
assignment metrics 

The Power of Combining Workspace 
ONE® UEM with Imprivata 

Workspace ONE® Unified Endpoint Management™ 
(UEM) delivers robust capabilities for device lifecycle, 
policy enforcement, and mobile security — essential 
for managing and securing enterprise mobility.
 
Imprivata complements and extends this foundation 
by adding user-centric identity and workflow controls 
designed for shared device environments:

•	 Adds context-aware identity to every 
session with support for badge tap and facial 
authentication 

•	 Enables seamless SSO across modern, legacy, 
and even offline applications 

•	 Provides detailed visibility into user-level 
device usage, enabling better compliance and 
operational insight



UEM secures and manages mobile devices across their 
lifecycle. Paired with Imprivata mobile solutions, it adds 
identity-driven access, seamless SSO across all applications, 
and user-level visibility. Together, they deliver secure, 
efficient shared device workflows with intelligent assignment, 
fast user transitions, and robust auditability.
 

Contact us to learn more
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Imprivata delivers simple and secure access management solutions for healthcare and other mission-critical 
industries to ensure every second of crucial work is both frictionless and secure. The Imprivata platform of 
innovative, interoperable access management and privileged access security solutions enables organizations to 
fully manage and secure all enterprise and third-party identities to facilitate seamless user access, protect against 
internal and external security threats, and reduce total cost of ownership.
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