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Imprivata Mobile
Access for Epic
applications

Purpose-built mobility
for clinical and patient
workflows

Healthcare organizations are expanding their
mobile strategies to empower clinicians and
patients with secure, convenient access to Epic
applications—at the bedside and beyond. These
efforts support efficient workflows, portable access
to patient data, and simplified communication.

Yet, without a unified approach to shared device
management, organizations risk introducing
friction, inefficiency, and compliance gaps into
critical workflows.

Enable efficient, secure EHR workflows
with Imprivata

Key advantages of pairing Epic with
Imprivata Mobile Access

» Unified digital identity across Epic endpoints
for consistent, secure access

» Simple, secure MFA leveraging facial
authentication

« Proven support for compliance frameworks
including HIPAA, DEA, and organizational IT
security policies

Purpose-built identity management solutions help maximize your EHR investment by streamlining access and

authentication from on-prem endpoints, personal devices, and shared mobile devices.

Epic-integrated mobility for clinicians and patients

Imprivata integrates directly with Epic’s portfolio of mobile applications — Rover®, Haiku®, and Canto®,— to extend

each user’s trusted digital identity from the workstation to mobile environments. With seamless authentication,

secure exchange of devices between users and centralized assets, clinicians and patients gain a frictionless, secure

experience across devices, while IT retains full oversight and control.



Fast, secure access for clinicians

» Passwordless access: Clinicians securely unlock shared mobile devices and log in to Epic apps with
passwordless multifactor authentication (MFA) such as face recognition and/or a simple badge tap

Consistent identity across endpoints: Credentials follow clinicians from workstations to mobile devices for a
seamless experience across care settings

Frictionless authentication: Streamlined login and session continuity reduce wasted time and frustration,
supporting faster documentation and higher adoption of mobile workflows

@ Real-world outcome: Healthcare organizations using Imprivata tap-and-go access have reduced login
times by up to 70%, saving clinicians valuable time and improving satisfaction

Simplified patient engagement and device management

Imprivata MAM extends secure mobility to Epic MyChart Bedside®, streamlining the management of patient-facing
iPads and enhancing bedside engagement.

« Automated device reprovisioning: Devices are digitally wiped and reprovisioned between patients, safeguarding
PHI and streamlining workflows

» Rapid readiness: Patients receive fully configured iPads preloaded with MyChart Bedside and hospital-approved
applications

« Centralized visibility: Integration with leading MDM platforms ensures policy enforcement, device tracking, and
audit readiness

%‘)?C’? Outcome: Clinicians focus on patient interaction, not device setup — driving stronger patient engagement
and operational efficiency.

Secure electronic prescribing for controlled substances (EPCS) in Haiku and Canto

Imprivata EAM enables secure, DEA-compliant, electronic prescribing for controlled substances (EPCS) within Epic’s
Haiku and Canto mobile applications. Providers can securely place EPCS orders from their mobile devices using the
same Imprivata-managed digital identity and authentication methods already proven in desktop workflows.

Features and benefits:

« Automated identity proofing and integrated support for Epic’s EPCS approval process
- Full audit and reporting capabilities to meet DEA requirements
» Multiple two-factor authentication options, including Hands Free Authentication™, biometrics, and mobile push

Result: Clinicians can prescribe securely and efficiently wherever care happens — maintaining compliance
= without slowing workflows

Imprivata: Trusted access for critical work

By unifying identity, access, and device management across clinical environments, Imprivata helps organizations
strengthen security, reduce IT burden, and empower clinicians to deliver better patient outcomes.
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Imprivata delivers simple and secure access management solutions for healthcare and other mission-critical
industries to ensure every second of crucial work is both frictionless and secure. The Imprivata platform of
innovative, interoperable access management and privileged access security solutions enables organizations to
fully manage and secure all enterprise and third-party identities to facilitate seamless user access, protect against
internal and external security threats, and reduce total cost of ownership.
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