
Secure, seamless authentication for 
Epic mobile workflows

Healthcare organizations are increasingly relying 
on mobile workflows to support clinicians wherever 
care is delivered. Imprivata Enterprise Access 
Management (EAM) enables fast, secure, and 
convenient multifactor authentication (MFA) for 
Epic Haiku and Epic Canto, ensuring clinicians 
can securely access critical applications without 
disrupting care delivery.

EAM integrates seamlessly with Epic mobile 
applications, delivering a consistent authentication 
experience that supports remote access and mobile 
rounding.

How it works

Benefits

•	 Fast, frictionless authentication improves 
clinician productivity

•	 Strong security with flexible MFA options

•	 Embedded workflows reduce disruption in 
Epic mobile use

•	 Support for remote care and mobile-first 
environments

•	 Increased adoption of Epic Haiku and Canto

Multifactor Authentication (MFA) for Epic 
Haiku and Epic Canto

DATASHEET

1 Clinician launches 
Epic Haiku or Canto

2 EAM initiates 
authentication via 
Web SSO

3 User completes 
authentication using 
configured MFA 
methods

4 Secure access is 
granted within the 
Epic workflow

This streamlined process minimizes workflow disruption and eliminates unnecessary steps.
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Imprivata delivers simple and secure access management solutions for healthcare and other mission-critical industries to ensure every second 
of crucial work is both frictionless and secure. The Imprivata platform of innovative, interoperable access management and privileged access 
security solutions enables organizations to fully manage and secure all enterprise and third-party identities to facilitate seamless user access, 
protect against internal and external security threats, and reduce total cost of ownership.
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MFA options for Haiku and Canto

EAM supports the following authentication modalities for MFA: 

•	 Face Recognition

•	 Mobile push

•	 OTP

•	 PIN

These options enable organizations to balance security requirements with clinician convenience.

A flexible, standardized authentication experience

EAM enables organizations to standardize on a single vendor for both MFA and EPCS, creating one consistent 
physician experience across the full spectrum of authentication workflows. Physicians can securely access systems 
inside and outside the four walls, including on personal devices, using convenient methods such as biometrics and 
push notifications. The solution also supports self-enrollment for new or replacement devices, reducing friction and 
IT dependency, while maintaining strong security controls across mobile, desktop, and virtual environments. 

Enterprise Access Management platform

EAM provides a comprehensive platform for managing digital identities, authentication, and access across healthcare 
environments. Organizations can:

•	 Secure access to clinical and enterprise applications

•	 Enforce authentication policies across users and devices

•	 Reduce workflow friction while maintaining compliance

•	 Establish trusted access across systems and users

EAM is designed for mission-critical healthcare environments, balancing security, compliance, and usability.

•	 SMS

•	 Email

•	 Password
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