
AT-A-GLANCE BENEFITS

•	 Fast, compliant EPCS workflows

•	 Broader MFA choice with less clinician 
friction

•	 Passwordless options for shared and 
dedicated devices

•	 Support for SSO, applications, and 
endpoint access

•	 Lower reset-related helpdesk burden

•	 Stronger adaptive and risk-aware access 
controls

A complete, healthcare-focused 
approach to secure prescribing 
and access

Imprivata Enterprise Access Management 
(EAM) for EPCS delivers the identity proofing, 
supervised enrollment, DEA-compliant two-
factor authentication, workflow integration, 
and reporting needed for electronic 
prescribing of controlled substances.

Advanced and Passwordless Access (APA) 
extends that value by adding modern 
authentication choices - including face 
authentication, badge tap, mobile push, 
passkeys, PIN, and configurable grace 
periods - while reducing password friction 
and strengthening security.

Imprivata Enterprise Access Management 
for EPCS with Advanced and Passwordless 
Access

DATASHEET

Fast, compliant prescribing - plus stronger, lower-friction 
authentication across clinical workflows, SSO, and endpoint 
access

Together, they form a broader access strategy instead of a point requirement: one platform for fast, 
secure prescribing and for strong authentication across other clinical workflows, single sign-on (SSO), and 
endpoint device access.



Why these capabilities belong together

Customer need EPCS value APA value

Compliant prescribing Identity proofing, supervised 
enrollment, logical access control, 
DEA-compliant signing workflows, 
and audit reporting.

Provides the authenticators and 
MFA experiences clinicians use to 
complete secure signing with less 
disruption.

Clinician efficiency Integrates with leading EHR 
prescribing workflows and 
prompts only for methods that are 
available and allowed.

Adds fast options such as face 
authentication, badge tap, mobile 
push, passkeys, and configurable 
grace periods to reduce friction.

Security and resilience Creates a secure, auditable 
chain of trust for EPCS and 
helps support federal and state 
requirements.

Extends strong MFA, passwordless 
access, self-service reset/unlock, 
adaptive access, and risk signaling 
across the environment.

What customers gain from the combined solution

For EPCS

•	 Complete platform for provider 
identity proofing, supervised 
enrollment, two-factor 
authentication, and reporting.

•	 Broad range of DEA-compliant 
authentication methods for 
prescribing workflows.

•	 Direct integration with leading EHR 
and e-prescribing applications for 
a consistent provider experience.

For the broader access strategy

•	 Passwordless and adaptive 
authentication across shared 
workstations, dedicated devices, 
mobile devices, applications, and 
workflows.

•	 Support for strong, seamless 
authentication and MFA across 
clinical workflows, SSO, and 
endpoint device access.

•	 Self-service reset and authenticator 
management to reduce operational 
burden and improve continuity.



Representative APA capabilities that strengthen EPCS and more

Capability area Examples Business impact

Passwordless and MFA choice Face authentication, badge tap, 
mobile push, FIDO2 passkeys, PIN, 
and other strong factors.

Gives clinicians faster access 
while supporting stronger 
authentication requirements.

Self-service and continuity Self-service password reset, 
unlock, and authenticator 
management.

Reduces helpdesk calls and helps 
keep users productive.

Adaptive and context-aware 
security

Risk-based access, risk signaling, 
and support for zero-trust 
assurance.

Improves protection against 
internal and external threats 
without applying the same friction 
to every workflow.

Why Imprivata

Imprivata brings decades of healthcare access experience to help organizations simplify prescribing, 
strengthen identity assurance, and reduce workflow disruption. EPCS together with Advanced and 
Passwordless Access provides compliant e-prescribing plus a modern authentication foundation that can 
also extend to other clinical workflows, SSO, applications, and endpoint access.
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Imprivata delivers simple and secure access management solutions for healthcare and other mission-critical industries to ensure every second 
of crucial work is both frictionless and secure. The Imprivata platform of innovative, interoperable access management and privileged access 
security solutions enables organizations to fully manage and secure all enterprise and third-party identities to facilitate seamless user access, 
protect against internal and external security threats, and reduce total cost of ownership.
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