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CASE STUDY

NISC eliminates security risks with Imprivata
Customer Privileged Access Management
(formerly SecureLink Customer Connect)

NOTE: Securelink is now part of Imprivata. To reflect this change, all references below including direct quotes have
been updated from SecureLink and SecureLink Customer Connect to now read Imprivata, Imprivata Customer Privileged
Access Management, and CPAM, appropriately.
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Solution

They began searching for a solution that

was easy to use, provided control over
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about five years that would work well for the “I think the ability to open up
company, their technical staff discovered a range or group of ports to a
I i 's platf i h i

mprivata’s platform and determined that customer server is the most

it provided NISC with the best method to . -
P : . important feature of CPAM.
support their customers. Other solutions

they examined only allowed connections
- Scott Kaylor, Team Lead Network

Install & Support, NISC

for applications like RDP, SSH, or Telnet.
However, NISC needed the ability to add
customer applications and launch these
from their own desktops - and Imprivata’s
flexible technology provided that feature.

NISC's main objective was to find a security solution that allowed their support representatives
to seamlessly integrate their existing support techniques. But they also needed to secure that
process by gaining visibility into who was connecting to a customer, and what support they may
be providing. Choosing CPAM meant they were able to mimic B2B VPNs and allow access for the
software application that they provided to customers.

NISC was impressed with the setup and implementation assistance Imprivata provided the
company, which exceeded their turnaround expectations - and saved the company around 1,000~
plus man-hours of configuration time. Within just a couple of months, gatekeepers were installed
at all 750-plus NISC customer sites. After that, all they had to do was train their support groups on
how to utilize CPAM to connect to and support customers.

Results

CPAM was a change for the employees, but they've embraced it. Previously, they had only used
VPNs. CPAM provided support personnel with an efficient way to utilize familiar tools, such as
WebEXx, while increasing NISC's control over access. In fact, they reduced 1,500 endpoints having
access to VPN tunnels, down to just a handful of business servers needing direct B2B VPN tunnel
access to their customer servers.



The ability to open up arange or group of
ports to a customer server and locally run
their third-party application was perhaps

the most valuable feature of the CPAM
platform for NISC. Other technologies they
explored were not able to run their third-party
application locally.

Before CPAM, there was no alternative way
for the company to remotely access security-
conscious customers who refused to have an
open VPN from their network to NISC. After
putting CPAM in place, they are able to put

existing customers’ security concerns at ease.

They are also finding it easier to acquire new
customers, due to the robust IT environment
CPAM provides the company.

About NISC

National Information Solutions Cooperative
(NISC)is an IT company that develops,
implements and supports software and
hardware solutions for telephone companies,
electric cooperatives, and other public power
entities. NISC has offices in North Dakota,
lowa and Wisconsin, with its headquarters in
Lake St. Louis, Missouri. The company has
more than 900 employees across its four
locations.

WWW.hisc.coop

NISC has also taken full advantage of the auditing capabilities that CPAM offers them. With
security the IT company’s main focus, having wide open, unmonitored access to their customers’

networks posed liability issues. Now that they have eliminated VPN access, the company has fast,

audited access to their customers’ networks - with limited security and liability risks.

NISC can now show their customers that they are looking out for their best interests. CPAM

enables them to provide world-class customer support, while keeping security top of mind.
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