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Secure and Simple Clinical Printing

Get HIPAA-compliant print-outs where and when

theyre needed with a badge tap.

Clinical staff badge in and out of shared workstations hundreds

of times a day, relying on Imprivata Enterprise Access
Management (EAM)to authenticate their identity across every
system they touch, except printing.

In shared clinical environments, print jobs are typically

assigned to the Windows session, or generic kiosk login, not the

end user. When a nurse walks to the printer to pick up patient

discharge papers or a medication label, there's often nothing to

release. The printer has no way to match the job to the right
user, which could lead to sensitive patient information left
unattended on the printer tray, repetitive IT tickets, and
unacceptable delays in patient care.

Protect patient data and ensure print jobs are
always tied to user identity

EAM now integrates with Vasion to close the identity gap.
Badge authorization extends from the workstation to the
printer automatically, so clinical staff can release documents
anywhere with the same badge they already carry. IT can
securely manage all print from a single console without
additional hardware in environments where badge readers
are already deployed.

Vasion plugs directly into the Microsoft Active Directory and
Imprivata identity and access management infrastructure you
already have, so no rip-and-replace, just print infrastructure
that is secure and works seamlessly with your environment.

Benefits

Follow Me printing allows users to pick up
jobs at any printer. Ensure PHI is protected
and print jobs are never left on the tray with
Secure Release.

HIPAA-ready audit logs capture every badge
authentication event at the printer, including
successful and failed attempts, providing
visibility for IT and compliance teams.

Maximize your Imprivata investment.Vasion
plugs directly into the security infrastructure
you already have to easily extend identity to
print. No rip-and-replace required.

Clinical staff badge at the workstation and
badge at the printer.Reduce attack surface,
minimize security risk, and meet healthcare
compliance standards.

< PrinterlLogic >
Title Pages  Submitted
Allergy_Report_KLee_Updated 1 10:45 AM
Anesthesia_Record_DNelson.pdf 2 09:23 AM
Appointment_Summary_BRobinson 1 09:06 AM
Blood_Work_Results_MBrown_CBC.... 1 09:05 AM
Cardiac_Clearance_TPerez.pdf 1 08:25 AM
Consent_Form_DHall_Surgery.pdf 1 08:15 AM
CT_Scan_Report_NWright_Chest.pdf 1 07:45 AM
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Vasion PrinterLogic

Eliminate print servers and print-related help desk tickets, while easily managing all clinical printing with the Vasion Platform.
PrinterLogic helps organizations manage user-generated printing and system-generated documents and labels from
EMRs/EHRs in the same platform. The Advanced Security Add-on offers badge-based secure release, Off-Network printing, and
HIPAA-compliant audit logging across any printer fleet. Consolidate printing operations and management across any print
workflow, device, operating system, or location—without additional infrastructure requirements.

How Imprivata and Vasion Work Together
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User badges into Vasion validates User taps their Vasion validates the user The user is identified and
shared workstation identity via Imprivata Imprivata badge at against Imprivata able to securely release
any printer to login their documents.

Badge identity historically breaks down with print and exposes a potential attack surface. With the Imprivata integration, Vasion
extends seamless, secure authorization into shared clinical workstation environments, where Imprivata manages staff identity
and Vasion extends that identity into secure print workflows.

When a clinician badges into a shared workstation, Vasion detects the active Imprivata session and retrieves the user's identity.
That identity tags every print job the user submits. At any printer, a single badge tap surfaces only their jobs for immediate
secure release. The integration handles both shared kiosk and individually-assigned Imprivata workstations automatically, no
separate configuration required per workstation type.

About Vasion

Vasion is the cloud-native, intelligent print automation solution eliminating print servers, consolidating environments, and
automating document workflows. With FedRAMP High Authorization, SOC 2 Type I, SOC 3, and ISO 27001 certifications,
PrinterLogic and Vasion Automate help IT leaders in healthcare organizations modernize and secure all print, unlock Al-ready
environments, and accelerate digital transformation. Visit vasion.com/go/imprivata/to learn more.
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Imprivata delivers simple and secure access management solutions for healthcare and other mission-critical industries to ensure every second
of crucial work is both frictionless and secure. The Imprivata platform of innovative, interoperable access management and privileged access
security solutions enables organizations to fully manage and secure all enterprise and third-party identities to facilitate seamless user access,
protect against internal and external security threats, and reduce total cost of ownership.
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