
CJIS Authentication Solutions Comparison

Requirement/Benefit Imprivata DigitalPersona RSA

Offers at least one method of Advanced Authentication √ √ √

Supports all CJIS-approved authentication methods: finger readers, 
proximity cards, smart cards and tokens

√

Appliance-based solution √ √

Available as either physical or virtual software appliance with built-in 
redundancy and data encryption

√

Requires no schema extensions or other modifications to existing LDAP 
directory

√

Secures access to NetMotion using CJIS-approved authentication methods √ √ √

End-to-end compliance with the FIPS 140-2 data encryption standard √ √

Saves time with grace period—minimizes officer disruption by requiring 
second factor authentication only once per shift

√

Locks down all user network application access upon departure from the 
organization

√ √ √

Provides integrated reporting capabilities that track data access, network 
authentication and application activity at the workstation and individual 
user level

√

Single platform also supports capabilities for self-service reset of directory 
passwords 

√

Single platform also supports single sign-on to all applications √ √

http://www.imprivata.com/onesign_authentication_management
http://www.imprivata.com/onesign_sso
http://www.imprivata.com/onesign_sso

